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Abstract
Cyber exploitation and malicious activities have become more
sophisticated. Insider threat is one of the most significant cybersecurity
threat vector, while posing a great concern to corporations and
governments. An overview of the fundamental motivating forces and
motivation theory are discussed. Such overview is provided to identify
motivations that lead trusted employees to become insider threats in the
context of cybersecurity. A research agenda with two sequential
experimental research studies are outlined to address the challenge of
insider threat mitigation with a prototype development. The first proposed
study will classify data intake feeds, as recognized and weighted by
cybersecurity experts, in an effort to establish predictive analytics of novel
correlations of activities that may lead to cybersecurity incidents. It will also
develop approach to identify how user activities can be compared against an
established baseline, the user’s network cybersecurity pulse, with
visualization of simulated users’ activities. Additionally, the second study will
explain the process of assessing the usability of a developed visualization
prototype that intends to present correlated suspicious activities requiring
immediate action. Successfully developing the proposed prototype via feeds
aggregation and an advanced visualization from the proposed research could
assist in the mitigation of malicious insider threat.
Keywords: Insider threat, malicious insider detection, cybersecurity,
motivation, cybersecurity simulation, data visualization in cybersecurity,
proposed experimental research in cybersecurity.
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Introduction
The advent of the information age over the last 30 years has produced many
technological innovations that assist society in communication, consumerism, innovation, and
information gathering along with information decimation through the Internet. As the Internet
continues to grow rapidly, illegal cybercrime has become a new channel for those seeking to
break the law (Wang, 2007; Donner, Marcum, Jennings, Higgins, & Banfield, 2014). According
to Gray and Hovav (2014), “we live in internet time where change appears endemic and things
happen much more quickly than other fields” (p. 337). Cyber exploitation and malicious
activities have become more targeted and sophisticated (Choo, 2011). Advances in technology
have increased the need for expert analysis, since the nature of cybercrime is rooted in
information systems (Gottschalk, Filstad, Glomseth, & Solli-Saether, 2011).
Donner et al. (2014) define Cybercrime as “any form of online deviance utilizing
technology” (p. 166). Cybercrime can be challenging to prove since procuring digital evidence
may be extremely difficult (Wang, 2007; Donner, Marcum, Jennings, Higgins, & Banfield,
2014). Linking patterns in behavior is a major task when investigating motivation (Dweck &
Leggett, 1988; Pfleeger & Caputo, 2012). Malicious insiders have found methods to abuse,
manipulate, and often profit from technology, regardless of the damages such actions may cause
(Claycomb, Legg, & Gollmann (2013). It is the intent of this paper to provide the theoretical
foundation for understanding the motivations that may lead trusted employees on a path to
malicious behavior. This will set the premise for better understanding the data scheme needed for
detecting malicious insider threat. Further, this work will extend into providing an outline for
two distinct work-in-progress experiments that will approach the challenge faced when detecting
malicious activities.
The insider threat is recognized as one of the most significant problems and of great
concern to both corporations and governments alike (Agrafiotis, Legg, Goldsmith, & Creese,
2014). Insider threats are minimally addressed by current information security practices, yet
these insiders pose the greatest threats to organizations through various malicious activities
(Punithavathani, Sujatha, & Jain, 2015). Many insider attacks emerge from the misuse of access
privileges granted by organizations to their trusted internal employees, contractors, or third-party
service providers (Ballesteros, Batten, Pan, & Li, 2015). The malicious acts that are carried out
by these trusted insiders include, but are not limited to the theft of intellectual property,
disclosure of national security information, fraud, and sabotage (Lindauer, Glasser, Rosen, &
Wallnau, 2013).
Given such difficulty and gap in the research, the research problem that this work will
aim to address is the challenge faced when mitigating malicious cybersecurity insider threat
(Nostro, Ceccarelli, Bondavalli, & Brancati, 2014). This challenge is significant as it is difficult
to deal with, since insiders have more information than an external hacker (Hunker & Probst,
2008). Malicious activity or criminality refers to stable differences across entities in their
inclination to commit malicious or criminal acts (Birkbeck & LaFree, 1993). According to
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Hirschi and Gottfredson (1987), criminality alone does not suffice for criminal activity; for a
malicious or criminal act to occur, situational encouragement in the way of motivation and
opportunity must exist. Coleman (1992) argued that personal monetary gains play a major role in
motivating behavior in some cultures. Birkbeck and LaFree (1993) provided a connection
between motivation, opportunity, and crime, concluding that motivation in the context of crime
involves willingness to commit such crime and is contingent upon opportunity. Osgood, Wilson,
O’Malley, Bachman, and Johnston (1996) later applied the conclusions of Birkbeck and LaFree
(1993), by finding that unstructured socializing activities resulted in more deviant
behaviors. Though money, time, as well as other factors may be a driving force behind malicious
activity, understanding the motivating factors that influence trusted individuals to perform
malicious acts and presenting patterns in a clearly decipherable interface will aid in mitigating
malicious insider threat.
The overall impact of a malicious attack depends on the motivation behind the attack
(Hunker & Probst, 2008). Osgood et al. (1996) illustrated several researchers that have
investigated the relationship between deviant behavior and the way that people spend their time.
They indicated how crime is dependent on opportunity, in accordance with Briar and Piliavin’s
(1965) idea of situational motivation, which stated that the motivation for delinquency is
implanted in the situation rather than the person (Osgood at al., 1996). According to Coleman
(1987), in 1939, Edwin Southerland defined the concept of white-collar crime as “a crime
committed by a person of respectability and high social status in the course of occupation” (p.
407). Applying this concept to the technologies and integrated computational devices available
today, a new paradigm emerges as a people and organizational issue; that of insider misuse of
information systems in the form of delinquent behavior in the workplace (Theoharidou et al.,
2005). Therefore, the central aim of this work-in-progress is to outline a research agenda for two
proposed complementary experimental research studies that will curve the path for the
development of a prototype for detection and alerting of insider threat in organizational settings.
The next section will provide some preliminary theoretical foundation by discussing
motivational factors and theory, followed by the proposed research agenda, and finally,
concluding with discussions of the intendant contribution of the proposed research agenda.

Theoretical framework
The theoretical foundation applied to this stream of research is the theory of motivation.
Motivation is a classical construct and refers to the key influencers on behavior though other
options are present (Tolman, 1938). When faced with a problematic situation, given
consideration of possible outcomes and consequences, motivation drives the particular behavior
that is selected and performed through alternate means are available (Foote, 1951). Current
literature acknowledges three streams of research as the foundation for the study of motivation.
Kanfer (1990) identified the three streams of motivation theory research as:
1. Need-motive-value research, or person based determinants of behavior;
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2. Cognitive choice research, or expectancy-value formulations;
3. Self-regulation-metacognition research, which focus on target cognition-behavior
relations such as goal setting, and cybernetic control theories.
In order to understand motivation within the context of information systems (IS) security theory
development, all three research streams, their constructs, and theories should be analyzed. As
presented by Atkinson and Birch (1970), motivation is not directly observable – what is observed
is an intricate course of behaviors and the results of such behaviors. Dweck and Leggett (1988)
concluded that motivational processes that affect behavior were the result of personality
variables. Kanfer (1990) indicated that motivational processes can only be inferred by the
analysis of the streams of behavior, that are derived from congenital traits and environmental
factors, which are “observed through their effects on personality, beliefs, knowledge, abilities,
and skills” (p. 78). Consequently, Wang and Lin (2007) observed motivational factors on
collaborative learning finding that collective efficacy had a positive effect on discussion
behavior.
Turner (1987), in his seminal work, presented the exchange theoretic model of
motivation, which highlighted the importance of marginal utility/satisfaction and profit/loss. The
augmentation of satisfaction is supported by research that suggests that self-efficacy, an
individual's beliefs in their ability to achieve designated goals or performance, is the greatest
motivational factor in an individual's choice of activities, effort, persistence, and performance
(Wang & Lin, 2007). The fundamental motivating force in classical utilitarian theory is the
desire to augment satisfaction, and to circumvent deprival or retribution in social transactions
(Turner, 1987). In contrast, Kanfer (1990) indicated that the dependent variables most common
in motivation research are direction of behavior, intensity/action/effort, and the persistence of
specific behaviors over time. In workplace setting, motivation can be ascribed to what an
individual does (direction), an individual's work ethic (intensity), and the duration of an
individual's work time frame (persistence) (Kanfer 1990). Thus, motivation can be ascribed from
many aspects of the individual, which may be complex to fully understand.

Proposed Experimental Research and Procedures
In his classical work, Edwin H. Sutherland (1940) integrated sociology and business to
better understand white-collar crime. To understand organizational deviance Vaughan (1999)
applied sociological theory to assess that organizational deviance is routine nonconformity. Like
cybercrime, white-collar crime may be inconspicuous and very difficult to substantiate
(Gottschalk, Filstad, Glomseth, & Saether, 2011). Similarly, future research will aim to apply
sociological theories like the theory of motivation when assessing insider threat mitigation.
Theoharidou, Kokolakis, Karyda, and Kiountouzis (2005) applied sociological perspectives to
understand the approach followed by ISO177799 when dealing with insider threat, since the
social environment plays a critical role in the formation of motivation. Pfleeger and Caputo
(2012) argued that incorporating an understanding of human behavior into cybersecurity
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technologies would aid in better development, design, and use of such tools. To better facilitate
design and development of insider threat mitigation technologies, this literary analysis interprets
the motivational factors that lead individuals toward malicious behavior.
A significant impediment to insider threat research programs is the lack of data to analyze
(Lindauer, Glasser, Rosen, & Wallnau, 2013). In order for the data to be useful it must contain a
comprehensive account of human behavior from within the monitored environment (Glasser &
Lindauer, 2013). According to Lindauer et al. (2013), researchers in the insider threat domain
have two options, either collect real data or use synthetic data. With mature synthetic data, a
researcher can flexibly control and economically generate data sets with the desired
characteristics, size, quality, and necessary measurable properties (Lindauer et al. (2013). As
noted by Glasser and Lindauer (2013), because they are not real, the data sets are complete, and
free from privacy restrictions or limitations. U.S. law emphasizes that the workplace and its
resources are the property of the employer, furthermore, the employer is generally free to dictate
permissible use of company property as the employer sees fit (Abril, Levin, & Del Riego, 2012).
According to Grizalis, Strarou, Kandias, and Stregiopoulos (2014), when dealing with employee
monitoring, the organization should establish a legal, affordable and effective monitoring
solution that is acceptable to all stakeholders. Any data collected as a result of monitoring
should be secured and should be solely for the purposes of protecting and optimizing resources
Grizalis et al. (2014).
For the purposes of this experimental study, synthetic data will be used. The proposed
AI-InCyThR™ will perform similar to network based Security Information and Event
Management (SIEM) solutions, establishing an assumed baseline representing the cybersecurity
pulse. The user’s network cybersecurity pulse will serve as an established baseline from which
the AI-InCyThR™ will test and compare against. The AI-InCyThR™ will analyze the synthetic
data, system logs, and behavioral data for analysis. Through the use of data mining and
predictive analytics, the collected data will be refined and any Type I (false positives) along with
Type II (false negatives) errors, as well as correlations will be identified. Once the data has been
scrubbed, the recognized feeds, weights, as well as alpha and beta correlations will be measured
against the National Institute of Standards and Technology (NIST) Cybersecurity Framework.
This procedure will create a set of evidence and/or correlations as precursors to malicious
cybersecurity insider threat events.
First Proposed Experimental Research
Punithavathani et al. (2015) found “the fact that the term “Insider” is in and of itself
elusive that makes this issue and its many dimensions truly more difficult to understand” (p.
435). The first proposed experimental research will be conducted as a developmental study in
three phases. As indicated by Ellis and Levy (2009) “developmental research attempts to answer
the question: How can researchers build a ‘thing’ to address the problem?” (p. 326). The first
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proposed experimental study will develop and validate a prototype for an analytics-based
malicious cybersecurity insider threat in real-time identification system.
Phase one will develop benchmarking instruments known as feeds; for thorough
understanding of the insider threat phenomenon a depth of exploration and analysis of the
existing literature was performed. From the literature, trends and recurring themes were
identified for the formulation of human-centric and techno-social feeds. Human-centric feeds are
feeds that relate to individual behavioral indicators either produced by the individual employee
or recorded by human resource professional, colleague, or supervisor. These include but are not
limited to: stress, disengagement, anger management, personal issues, and financial difficulties.
On the other hand, techno-social feeds, are feeds produced by actor activities, which register the
employee’s behavior and habits on the organizational network.
When comprehensive lists of feeds have been identified, a panel of information systems
security experts from both industry and academia will be solicited to participate in two Delphi
method evaluations of the recognized feeds validation. Once the experts have classified the most
important feeds needed to identify insider threats, the experts will perform a second evaluation
using the Delphi method to assign the feeds weight allocations in order of importance and unit of
measure. Feeds will be collected from several sources to include, Operating system registry
entries, firewall traffic, email, and network enabled mobile device activity, Web content filtering,
network bandwidth usage, as well as other readily available system logs.
Phase two of this study will include the development of the Analytics-based Identifying
Insider Cybersecurity Threat in Real-time (AI-InCyThR™) System. The AI-InCyThR™ system
will apply determined feeds against a data set of simulated user activity available from Carnegie
Mellon University’s (CMU) Computer Emergency Response Team (CERT), which the authors
have obtained. The data sets provide both simulated background data and data from simulated
malicious actors. It is these simulated data sets that this study will utilize as the foundation for
the prototype development. The data sets and fields as illustrated in Table 1.
Similar to network based SIEM solutions, the proposed AI-InCyThR™ prototype system
will perform passive listening for a short timeframe establish the user’s network cybersecurity
pulse. The user’s network cybersecurity pulse will serve as an established baseline from which
the AI-InCyThR™ will test and compare against. The AI-InCyThR™ will collect simulated
data, system logs, and behavioral data for analysis. Through the use of Splunk, Hadoop, and Big
Data analytics tools, the collected data will be refined and any Type I (false positives) along with
Type II (false negatives) errors, as well as correlations will be identified. Once the data has been
scrubbed the recognized feeds, weights, and correlations will be measured against the National
Institute of Standards and Technology (NIST) Special Publication (SP) 800-37 Risk
Management Framework (RMF). This procedure will create a set of evidence and/or correlations
(linear & non-linear) as precursors to malicious events.
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Table 1: Simulated user activity data set

Phase three of the first proposed experimental research will begin the analysis of the evidence
and/or correlations against the cybersecurity pulse, and the development of the correlation
hierarchical bundling visualizations will occur; with correlations established through real-time
data visualization and chord diagrams as seen in Figure 1.

Figure 1: Proposed Correlation Hierarchical Bundling Visualization for AI-InCyThR™
The study continues with an analysis of the findings for overall detection accuracy of predicted
malicious events with and without correlations visualizations, as well as the composition of a
comparative report, conclusions, and recommendations.
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Second Proposed Experimental Research
As insiders become more elusive there is also an increased number of false alerts
desensitizing analysts that may result in them ignoring all alerts (He, Zhang, Ma, & Guan, 2015).
Thus, the consecutive extension of this work will propose a second experimental research that
will develop visualization prototype that will simplify and decrease efforts of cybersecurity
analysts attempting to react to trivial alerts. Therefore, the second study will approach this
challenge from a perspective that has been minimally assessed to enrich the analytic process
through a novel simplified visualization. Attempting to effectively explore data containing
complex or multidimensional data sophisticated visualization techniques are needed, using
information visualization technologies will aid in improved data analysis especially in areas like
fraud or malicious detection (Keim, 2002). Examples of simplified visualizations exist in other
industries where false alerts minimization is critical, such as within healthcare and aviation.
Within healthcare, visualizations are often used to provide practitioners critical information such
as vital signs during emergency medical situations to make lifesaving decisions (Harries,
Zacharaih, Kapur, Jahn, & Enarson, 2009). Within aviation, Pilots use a Heads Up Display
(HUD) continually references external visual cues and make decisions in the event of abnormal
changes (Dopping-Hepenstal, 1981). A simplified executive insider-threat pulse dashboard
visualization within the domain of cybersecurity may be utilized to expedite the comprehension
of cybersecurity alerts allowing for quick decisions during critical attacks.
Riveiro (2014) argued that there is a lack of appropriate cognitive support for operators to
comprehend system outcomes. The proposed second designed experimental research study will
assess the ability to identify anomalous and potentially malicious activities utilizing a newly
developed added module for the AI-InCyThR™ prototype, called Quality User Insider ChecKing
visualization (QUICK.v™) module. Using human-computer interaction (HCI) methods and
visualization techniques an added module prototype will be developed then tested utilizing
information security professionals. This prototype intends to obtain data from SIEM applications
and big data analytics tools to drive the information necessary to generating the cybersecurity
vital signs on the proposed front-end executive dashboard. Pfleeger, Predd, Hunker, and Bulford
(2010) identified four points that would assist with understanding risky insider actions: the
organization, the individual, the information technology (IT) system, and the environment (p.
173). These points are utilized for framing the four vital signs depicted within Figure 2. The vital
lines will be developed based on a trend chart depicting events per second within each area over
a defined period of time. The developed prototype will include customizable fields indicating
potentially high-risk activities that may require investigation. This will aid in resolving the
problem faced today where potentially useful data continues to be collected and stored, and
resources become paralyzed by the overwhelming quantity of what becomes meaningless data,
unless this can be better visualized (Keim, 2002).
The research methodology for the second proposed experimental study within this
proposed stream of research will develop and validate an executive insider-threat pulse

Refereed Paper Proceedings - KM Conference 2016 – Lisbon, Portugal
A Publication of the International Institute for Applied Knowledge Management

dashboard prototype using a visualization (noted as QUICK.v™) that will aid in identifying
anomalous activities of suspicious cybersecurity insiders. Within the initial phase of the second
proposed experimental research, a preliminary add module for the prototype will be developed
for analysis of the visualizations of complex data correlations. Identical data will be presented
using varying types of visualizations identified as plausible within HCI research. The next phase
of second proposed experimental study will assess the effectiveness of the developed executive
insider-threat pulse dashboard visualization prototype using a group of 30 subject matter experts
(SMEs). Recommendations of the SMEs will then be integrated to refine the prototype. The final
phase of second proposed experimental study will assess the types of correlations (linear & nonlinear) that allow for effective detection of anomalous insider-threat activities under the
simulated environment. After the experiments are completed, revisions to the prototype will be
made and recommendations for improvements will be provided.

Figure 2: Proposed Quality User Insider ChecKing visualization (QUICK.v™) interface
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Conclusion
This research agenda outlines two proposed experimental research studies in progress
aimed at mitigating malicious cybersecurity insider threat. The first experiment will encompass
three phases, the first phase comprises of identifying valid benchmarking feeds. The second
phase includes the development of the Analytics-based Identifying Insider Cybersecurity Threat
in Real-time (AI-InCyThR™) System, and within the third phase correlation analysis and
correlation hierarchical bundling visualization will be produced. The second experimental study
will entail developing the Quality User Insider ChecKing visualization (QUICK.v™) module for
simplified identification of anomalous and potentially malicious activities. The development of
these prototypes and the results of the experiments should provide some initial steps to address
the challenge of mitigating malicious cybersecurity insider threat. This stream of research is
expected to provide additional insights for understanding the motivation that drives malicious
behavior, therefore, aiding in establishing tools for prompt detection of suspicious activities.
Overall, both studies will holistically address the issue of malicious cybersecurity insider threat.
By enhancing the backend to intrinsically utilize more of the big data already being collected,
this proposed line of research is aimed to increase precision when identifying suspicious
activities that leads to malicious cyber threats. Then applying a front end with enhanced usability
and simplified visualization metrics. Identifying and counteracting malicious cybersecurity
insiders can be streamlined. Theses proposed works would allow cybersecurity practitioners to
significantly mitigate malicious cybersecurity insider threat.
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